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Abstract

Subject/topic. The modern world is a fundamentally new architecture of socio-economic
reality, where the virtual and real worlds are combined with many nonlinear interactions.
As never before, the individual is close to a partner dialogue with the machine, things in
the virtual world are physically embodied using the Internet of things. However, any
point of no return in the development of the socio-economic system has many poorly con-
trolled, and in some cases - generally unpredictable outbreak effects, which makes the is-
sue of revising security paradigms at all levels of social management, and especially at
the level of infrastructural objects of the meso-level — of communications of all groups of
stakeholders relevant. Goals/objectives. The purpose of the article is to address the need
to develop a flexible digital system for managing economic security at the meso-level in
the context of Industry 4.0. Methodology. When analyzing the sources, the authors used
the 2019-2020 research devoted to the analysis of Industry 4.0 and modern views on the
management of economic security at the meso-level. Results. As part of the study, in or-
der to understand the problem of economic security of the meso-level stakeholders, which
is generated by the Industry 4.0 paradigm, its key characteristics are considered and po-
tential points of challenges and threats for society and regulatory institutions are identi-
fied. The main business models of ensuring economic security used at the meso-level in
world practice are analyzed. Opportunities and threats for business at the meso-level are
considered on the example of the banking ecosystem of Sberbank — Bank without Bor-
ders. Based on the analysis of the structure of the Sberbank Without Borders ecosystem, a
set of critical infrastructure and transactional risks was identified. the inclusion of inde-
pendent market agents with their own vision of business development in the orbit of the
ecosystem's influence irreversibly leads to contradictions in the development of a devel-
opment strategy. To resolve possible conflicts between the stakeholders of the Managing
Partner and potential partners of the studied business model, it is proposed to introduce
organizational, financial and economic restrictions for the parties. Conclu-
sions/Relevance. The study concluded that in the context of the transition to Industry 4.0,
digitalization and automation of business processes at all levels of production organiza-
tion is necessary to minimize emerging threats at the meso-level in order to form a digital
management ecosystem. Practical value. The conclusions obtained in the course of the
study can be used by public authorities and heads of business entities of various forms of
ownership to improve the system of economic security management at the meso-level.
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